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PROFICIO’S 2014 SURVEY ON
HEALTHCARE IT SECURITY

1. What are your biggest security concerns for 2014?

Top 2014 Security Concerns for Healthcare Organizations

Mobile/Smart Phone Exploits
Compliance Requirements

Insider Threats

Security of Medical Devices
Cloud-based Apps and Data
Unpatched Security Vulnerabilities

Next Generation Malware “2014
Phishing 92013
Social Media Security Threats
DDoS Attacks

Advanced Persistent Threats
Brute-force Attacks
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% Responding as big or very big concern

2. How many high-priority security events are never analyzed or resolved by your
organization?

Percentage of High Priority Alerts are Never Analyzed
or Resolved

& Greater than
50%
10% 26 - 50%
2%
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3. Are you satisfied with your current systems and tools to address the security issues
you will face in 20147

Satisfaction with Current Tools

| | |
Firewalls

Antivirus

Email Security
Anti-Malware

IDS/IPS

SIEM

Web Application Firewalls
Vulnerability Management
Web Application Scanning
Log Management

Endpoint Profiling

Data Loss Prevention

4 5 6 7 8 9
Average satisfaction where 10 is very high

4. Which approaches does your organization take to monitor and resolve security
alerts? (more than one answer was possible)

Approach to Security Monitoring

IT team member monitors firewalls
Log Management System

SIEM System

Internal SOC

MSSP/Outsourced

No defined approach
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5. What factors get in the way of effective security event monitoring and response?

Factors Impeding Effective Monitoring of Security Alerts

Lack of budget

Lack of trained security personnel

Too many alerts and too little time

Too many separate security dashboards

High number of false positives

Lack of actionable data
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% Responding as big or very big issue

6. Would you consider outsourcing the function of collecting, monitoring and analyzing
security events to a managed security service provider?

Interest in Outsourcing Security Monitoring

| | | | | |
Would consider in the future h

No, because we prefer to manage in-house _

No, because our size would not justify

Yes, we already do H

T T T
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7.
(AWS) to store data or deploy applications?

Use of Cloud-based Service Providers

Plan toin 2014
10%

Will never do
this
7%

Don't know
2%

8. How do you secure your data and/or applications residing in a cloud-based service
provider’s infrastructure?

Do you use the services of cloud-based service providers, like Amazon Web Services

Approaches to Securing Cloud-based Apps and Data

Do not use cloud-based services

Rely on the firewall from cloud-based service provider
Deploy intrusion detection systems (IDS) in the cloud
Use SIEM technology to prioritize threats

Use a Security Operations Center (SOC)
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9. If you use a patient privacy monitoring system (e.g.: FairWarning or P2Sentinel) for
tracking end user access to confidential patient data, how do you currently or plan to
monitor alerts from these systems?

Approaches to Privacy Monitoring

Periodic reporting of suspicious activity | | | |

Correlation of suspicious user activity with
other security events i i i i i

HR requests or forensics I
Y Y Y Y “Use

Real-time monitoring of suspicious activity “Planned

24x7 analysis of correlated events by Security
Operations Center (SOC)

T T T T
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SURVEY DEMOGRAPHICS

Based on survey data provided by over 40 large healthcare organizations from around the United States,
this annual report was designed to give healthcare security professionals better insight into the
challenges that they may face in 2014.

ABOUT PROFICIO

Proficio is a leading provider of next-generation managed security services. We are changing the way
organizations meet their IT security and compliance goals by providing the most advanced cloud-based
solutions to monitor and scan critical assets without the need for added headcount or costly software and
hardware systems.

Proficio’s ProSOC is a Security Operations Center (SOC) subscription service that logs, monitors and
analyzes organizations’ security events. Staffed 24x7 by security experts and using industry leading
SIEM technology, ProSOC helps organizations address critical security and compliance needs, minimize
business risk, and reduce costs. Proficio’s ProSCAN is a cloud-based service including vulnerability
management, automated asset discovery, web application scanning, malware detection, policy and
compliance controls, and PCI scanning.

Our customers value our insight, experience and unrelenting passion for defending their networks and
applications from cyber attacks.

For more information please visit: www.proficio.com.

FREE PILOT

Try our SOC-as-a-Service for FREE for 30 days and receive actionable information and security alerts
within 48 hours. You will gain visibility to malware, external attacks, suspicious behavior by insiders, and
much more. mailto: freepilot@proficio.com.

See Us at HIMSS14

If you planning to attend HIMSS14 in Orlando next month, please visit us at Booth #3688. We will be
demoing our security, HIPAA compliance, and remediation solutions. See a 10 minute demo and we will
give you a preshrunk cotton T-shirt.
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